ABSTRACT In this paper, we propose an efficient and deterministic quantum key distribution protocol for establishing a secret key between two untrusted users. In this protocol, a secret key is distributed to a sender and a receiver who share entangled states with a third trusted party but not with each other. This secret key is distributed by the means of special pure quantum states using remote state preparation and controlled gates. In addition, we employ the parity bits of the entangled pairs and the ancillary states to assist in preparing and measuring the secret states. Distributing a state to two users requires two maximally entangled pairs as the quantum channel and a two-particle von Neumann projective measurement. The proposed protocol is exact and deterministic. It distributes a secret key of d qubits by the means of 2d entangled pairs and, on average, d bits of classical communication. We demonstrate the security of this protocol against entanglement attacks and present a method of privacy amplification.
I. INTRODUCTION
The field of quantum computation and information theory has arisen with the application of quantum mechanics in computer science and information theory. It has been growing rapidly in recent years because of the distinct advantages it offers, such as superposition and entanglement. Because of these advantages, the field of quantum computation and information theory offers solutions to difficult problems in classical computing. For example, finding a specific value in an unsorted database using a classical computing algorithm requires O(N ) operations; by contrast, Grover's search algorithm in quantum computing requires only O( √ N ) operations. In addition, Shor's quantum algorithm [1] solves the problem of factoring large prime numbers in polynomial time, which can place current classical cryptographic systems, such as RSA, at risk. In quantum computation and information theory, quantum states are the physical carriers of information and must be manipulated for processing. Moreover, the no-cloning theorem [2] of quantum mechanics prohibits the copying of unknown quantum states without first destroying the original, which guarantees the integrity of the states. Therefore, quantum information processing is a promising solution for key distribution. Hence, in 1984, [8] with Devetak and Berger low-entanglement method [7] . quantum communication channels. An interesting application of quantum information processing is quantum teleportation, as proposed by Bennett et al. [4] . In quantum teleportation, an unknown quantum state is transmitted using a quantum channel consisting of an Einstein-Podolsky-Rosen (EPR) pair and two classical bits of information. Later, a variant of the quantum teleportation protocol called remote state preparation (RSP) was presented by Lo [5] , Pati [6] and Devetak and Berger [7] as shown in Figure 1 . In RSP, the transmitted quantum state is known to the sender (Alice) but unknown to the receiver (Bob). For example, when Alice wishes to send a state to Bob, Alice performs a projective measurement on her qubit in a shared entangled state and then informs Bob of the result through an authenticated classical channel. Then, Bob uses the information received from Alice to reconstruct the state on his qubit in the shared entangled state. RSP is also known as the teleportation of a known quantum state because it shares the same goal as that of teleportation. One difference between RSP and teleportation is the strong trade-off in remote state preparation between the required numbers of entangled and classical bits. This trade-off results from the sender's prior knowledge of the state to be transmitted. The classical communication cost of RSP which is one classical bit per qubit, half the number of classical bits required for teleportation. Therefore, RSP has become an active area of both theoretical and experimental research. Additional advancements in related research have addressed single-particle states [7] , [9] - [14] , multi-particle states [15] - [18] , pure states [12] , [14] , [19] - [22] , mixed states [9] , [12] , continuous variables [23] , [24] , low-entanglement scenarios [7] high-dimensional spaces [14] , partially entangled states [25] , [26] , controlled preparation [27] , [28] , and joint preparation [29] - [31] . Experimental work using methods of magnetic resonance [21] and optics [22] has been performed.
Quantum entanglement has been a crucial element in quantum cryptography applications. Examples include the E91 quantum key distribution protocol [32] , quantum authentication [33] , [34] , quantum data hiding [35] - [39] , and quantum secret sharing [40] - [43] . The first quantum secret sharing protocol was presented in [40] along with its applications, including security for both classical and quantum messages. In this protocol, a secret message is shared among a group of users such that each user has a piece of information about that message. Therefore, the entire group must collaborate to reconstruct the state. Quantum secret sharing was experimentally demonstrated in [44] and [45] . Similarly, a joint RSP protocol allows a group of users to send a secret state to a receiver. Each user in the group holds a private piece of mathematical information about the target state. Therefore, all users must collaborate to help the receiver to reconstruct the state.
In this paper, we present an efficient three-party quantum key distribution protocol using RSP and controlled gates. We assume that Alice wishes to share a secret key with Bob, but they do not share entangled pairs or have access to a physical quantum channel. However, they share many maximally entangled pairs with the trusted party Charlie, who will assist in creating and distributing the secret key. The proposed protocol creates special pure states and then distributes those states to the sender and the receiver. The cost of distributing one qubit between the two parties is one bit of classical communication on average and two entangled pairs. This paper is organized as follows: we describe the proposed protocol in section 2, present a security analysis and discussion of the protocol in section 3, and conclude the paper in section 4.
II. DETERMINISTIC AND EFFICIENT THREE-PARTY QUANTUM KEY DISTRIBUTION
Suppose that the sender Alice wishes to share a secret key with the receiver Bob. However, they do not have access to a physical quantum communication channel or share entangled pairs. Therefore, Alice contacts Charlie, who is a trusted party in a network of n users, where u n ∈ U = {u 1 , u 2 , . . . , u n }. With every user, he shares m maximally entangled pairs in the form {|δ(1) 12 , |δ(2) 12 , . . . , |δ(m) 12 }, where |δ(m) ∈ {| ± , | ± }:
Particle 1 belongs to Charlie, and particle 2 belongs to the user. In addition, suppose that the qubit |T Cu = {|0 , |1 } represents the type of the entangled state, where the values '0' and '1' correspond to the states | ± and | ± , respectively. In a maximally entangled state, taking the trace of particle 1 to find the reduced density operator of particle 2 results in a number multiplied by the identity operator I . For instance, the reduced density operator of particle 2 in the state | + 12 is as follows: 
Charlie chooses the coefficients cos(θ/2) and sin(θ/2)exp(iφ) to be real and complex numbers, respectively, where the angles θ and φ are real numbers such that 0 < θ < π and 0 < φ < 2π . In addition, the coefficients satisfy the equation 
Let us suppose that Charlie projects the state | p into this basis and obtains the state | given in (5) . Also, suppose that the entangled state shared by Charlie and Alice is the state | − 13 and that the entangled state shared by Charlie and Bob is the state | − 24 . Both pairs can be represented as follows:
where particles 1 and 2 belong to Charlie and particles 3 and 4 belong to Alice and Bob, respectively. The singlet state | − comprises two entangled anti-correlated particles with a total spin of zero. The nature of this state is such that if we measure the first particle and find it to be in a given direction, then the second particle must be in the opposite direction. For example, if we measure the first particle by means of a projection along the z-axis, Z ⊗ I , and find it to be in the state |1 1 , then the second particle must be in the state |0 1 . Moreover, the singlet state can be written in the general qubit basis {| , | ⊥ } as follows:
Charlie can view his shared states with Alice and Bob as follows:
Through a change of basis, the states become as follows:
Charlie can view the entire quantum channel shared with Alice and Bob as follows: Now, Charlie measures his particles by performing a twoparticle projection measurement in the orthogonal qubit basis {| , | ⊥ }:
where the operators P and P ⊥ are:
The measurement results in a certain state with a probability of 1/4. After the measurement, each particle is in either the state
, each with a probability of 1/2. All possible measurement outcomes are summarized in Table 1 . Suppose that Charlie's measurement result is {| 1 , | ⊥ 2 }; then, the total state |γ 1234 becomes as follows:
Consequently, the state Alice holds collapses to:
and the state Bob holds collapses to:
Let us suppose that Charlie has a prior agreement with both parties to create an ancillary qubit in the state |0 , which later becomes the control bit for a unitary operator. Therefore, Alice and Bob each prepare an ancillary qubit Figure 3 shows the complete quantum circuit between Charlie, Alice, and Bob. If the two-particle projective measurement described by (13) results in the states {| 1 , | 2 }, then the overall state |γ 1234 becomes as follows:
Charlie finds the state |T CA = 1 and the state |T CB = 1 for the entangled states shared with Alice and Bob, respectively. Therefore, to distribute the state | p to Alice and Bob, Charlie sends one classical bit, |T CA = |T CB = 1, to each of them through the classical channel. If the twoparticle projective measurement described by (13) yields the states {| ⊥ 1 , | 2 }, then the overall state |γ 1234 becomes as follows:
Thus, |T CA = 0 and |T CB = 1. Therefore, Alice's ancillary state remains unchanged, and Charlie sends one classical bit, |T CB = 1, to Bob. Finally, if the two-particle projective measurement described by (13) yields the states {| ⊥ 1 , | ⊥ 2 }, then the overall state |γ 1234 will be as follows:
Consequently, Charlie will find the state |T CA = 0 and the state |T CB = 0. Alice and Bob will successfully obtain the state that Charlie wanted to distribute by using the ancillary states |0 A and |0 B to control their target states. Table 3 summarizes the process of distributing a state between Alice and Bob when they share | − 13 ⊗ | − 24 . At this point, Alice's and Bob's qubits correspond to the same state, which they call k p . Charlie repeats the same process for the next bit, k p+1 . After p such processes by Charlie, Alice and Bob will share the secret key K = {k 1 , k 2 , . . . , k p }. This protocol is exact and deterministic. Moreover, it is based on RSP for the distribution of a chosen state on the equator or the polar great circle of the Bloch sphere. According to (17) , (21), (22), and (23), the average cost of distributing such a secret key between Alice and Bob is one classical bit of information. Therefore, the cost of sending d qubits is 2d entangled pairs and d classical bits on average. The transformation of an arbitrary pure state into its orthogonal complement is known to be anti-unitary and thus cannot be achieved. However, a rotation around some axis of an equatorial or polar state is equivalent to the anti-unitary transformation that transforms a state into its orthogonal complement. Therefore, through prior agreement with both parties, Charlie prepares their states on the pole, |ψ = cos θ |0 + sin θ iφ |1 , or on the equator, |ψ = (|0 + e iφ |1 )/ √ 2, of the Bloch sphere. If Charlie prepares a state in the polar form, then either party can obtain its orthogonal complement by performing the unitary transformation Ucy, which performs a π -rotation around the y-axis of that state Figure 4 . If they instead agree to prepare their states in the equatorial form, then either party can obtain the orthogonal complement by performing the unitary transformation Ucx, which performs a π -rotation around the x-axis of that state. Furthermore, Charlie can share any maximally entangled pair {| ± , | ± } with Alice and Bob. For example, let us suppose that Charlie and Alice share the state | + 13 and that Charlie and Bob share the state | + 24 :
Through a change of basis, the entangled states can be written as follows: Performing a two-particle projection measurement on the total state |γ 1234 results in a certain state with a probability of 1/4. 
) When Charlie and Alice share | + 13 and Charlie and Bob share one of {| ± , | ± }, then all possible quantum channels can be written as follows:
When Charlie and Alice share | + 13 and Charlie and Bob share one of {| ± , | ± }, then all possible quantum channels can be written as follows:
When Charlie and Alice share | − 13 and Charlie and Bob share one of {| ± , | ± }, then all possible quantum channels can be written as follows:
III. MODELING THE PROTOCOL
We model the protocol in this section. The model can be divided to three major components. Specifically, the source, the channel and the detector. In this model, we consider a PDC source located in the middle between Charlie and each one of Alice and Bob as shown in Figure 5 . For instance, the type-II PDC source in polarization. Figure 6 shows the schematic diagram of the protocol between all the parties.
A. SOURCE
The Hamiltonian of a type-II PDC with rotating-wave approximation (RWA) is given in [46] as:
Where κ is the result of multiplying the coupling value and the pump amplitude between the nonlinear crystal and the electromagnetic field. Also, H .c. is the Hermition conjugate. Also, a † i b † i , and a i , b i are the annihilation and the creation operators respectively. Therefore, as in [46] and [47] a type-II PDC source can create the following state:
where | n is:
which is a state of n-photon pairs of horizontal and vertical components. Therefore, following 43 the of the process of PDF to generate n-photon pairs is given by:
We consider the state generated by the EPR source between Alice and Charlie is the single state | − ac a :
and the state generated by the EPR source between Charlie and Bob is the single state | − c b b : in equation (3). This implies that in any basis, the measurement Charlie performs results in an absolutely random state. Therefore, Charlie obtains either the state | or the state | ⊥ , each with a probability of 1/2. Performing a local measurement on the particle that belongs to Charlie or the user reveals no information about the method used to prepare the state. However, a random bit will be generated after such a measurement. Therefore, Charlie projects the secret key state | p into his part of the entangled state ρ 1 to obtain an outcome from the set of v possible outcomes {0, 1}, all of which occur with the same probability p. Charlie sends one classical bit T to the relevant party, indicating the unitary transformation U T that the user should apply. Hence, sending the type of unitary transformation to the party reveals no information about any particle. The party reconstructs the target state as
Thus, Charlie helps the party to prepare the target state. An attacker cannot obtain the secret key without knowledge of the entanglement type and the outcomes of the measurement.
Let us consider the entanglement attack, which is also called the EPR attack. Suppose that during entanglement distribution, Eve prepares 2m entangled pairs in the form
In addition, Eve intercepts every particle Charlie sends to Alice from the state | − 13 = |0 1 |1 3 − |1 1 |0 3 and forwards particle j instead. Therefore, Eve shares the state | − 13 with Charlie and shares the state | − ij with Alice. In addition, Eve can view the total state | − 13 ⊗ | − ij after the change of basis as follows:
Any measurement will collapse the total state to a result with a probability of 1/4. Therefore, the states of Charlie and Alice will correspond to each other with a probability of 1/2. Moreover, Alice will prepare the correct state with a probability of 1/2, and the protocol will fail because Eve cannot manipulate the classical information sent by Charlie. However, an attacker might gain some information about the key if the channel is noisy. For example, in a channel with noise , the upper bound on the information that Eve can gain about K is given by:
Therefore, for a noiseless channel ( = 0), Eve can predict a given bit with a probability of P = 1/2. Let us assume that Eve has gained some information about the secret key. Therefore, Alice and Bob need to increase the security of their key through privacy amplification. We assume that they share a family of universal hash functions [57] GF with a uniform hash function distribution g, where each hash function maps an n-bit input A to an m-bit output C. If {r 1 , r 2 } ∈ A and g is randomly selected, then g(r 1 ) = g(r 2 ) with a probability of 1/|C|. To select a hash function, Alice and Bob divide K into j blocks B of h bits and then calculate the parity bit p for each block. Each block becomes B j + p j ∈ K = {B 1 + p 1 , B 2 + p 2 , . . . , B j + p j }, and the parity bits of the blocks are P = {p 1 , p 2 , . . . , p j }. Alice and Bob use P as an index to select the hash function g ∈ GF. Afterward, Alice and Bob feed K into the hash function to obtain the final secret key g(K ) = K . Let us compare our protocol with other protocols in the literature. In this comparison, we consider the resources consumed to distribute a qubit from the trusted party to the sender and the receiver. Specifically, we compare the protocols based on the amount of entanglement and the classical bit consumption required to distribute a quantum state to the sender and the receiver Table 5 . In addition, we compare the protocols using the intrinsic efficiency equation presented in [58] : where q s is the number of distributed qubits, q u is the number of entangled bits in the quantum channel, and b t is the number of classical communication bits. Table 6 summarizes the comparison between our protocol and similar protocols in the literature Table 5 . The protocol proposed in [49] distributes an equatorial state to two parties using a quantum channel consisting of two tripartite states and two bits of classical information. Therefore, it has an intrinsic efficiency of 1/4. The protocol presented in [10] also has an efficiency of 1/4. It also distributes a qubit using two tripartite states as the quantum channel and two classical bits. In [52] , a scheme for distributing a general qubit state to two users is proposed that uses two entangled states as the quantum channel and three bits of classical communication. Therefore, the efficiency of this protocol is 2/9. Finally, the scheme presented in [50] for distributing a quantum state to two parties uses two entangled Greenberger-Horne-Zeilinger (GHZ) states as the quantum channel and two classical bits. Therefore, it has an efficiency of 1/4. In our protocol, we distribute a quantum state to two users using a quantum channel consisting of two entangled states and one bit of classical communication on average, resulting in an efficiency of 2/5 Figure 7 .
V. CONCLUSION
In this paper, we presented a deterministic and efficient threeparty quantum key distribution protocol for establishing a secret key between two untrusted users with the assistance of a third party. In this protocol, the secret key is distributed using a quantum channel consisting of two maximally entangled states and one two-particle von Neumann measurement. We use the parity bit of the entangled spins to assist in the preparation of the secret states by applying two controlled-NOT gates. In addition, an ancillary state is introduced into each user's system. As a result, the users can successfully reconstruct their target states by applying a controlled-NOT gate followed by one of two controlled-U gates. We discussed the security of our protocol and presented a method of privacy amplification. In addition, we compared our protocol with other related protocols in the literature with regard to their intrinsic efficiencies. The protocol proposed here is exact and deterministic; with the assistance of the introduced ancillary states, it distributes a secret key of d qubits to two parties by means of 2d entangled pairs and, on average, d bits of classical communication. One projective measurement and two unitary operators, the proposed protocol has higher intrinsic efficiency than the related research in the literature. Future direction may incorporate remote state preparation (RSP) and measurement-device-independent (MDI). The concept of MDI allows data transmission through an untrusted relay and the RSP may improve the secret key rate of the measurementdevice-independent protocols. 
